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A Survey on the Attitude of Social Groups toward Security, Privacy,
and Confidentiality of Health Information

- An Original Paper Authors and Affiliations -
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Douglas Porter Fellow in Medical fformatics Center for Clinical Computing Dept. of Medicine and Psychiatry Beth Israel Deaconess Whedicnd Cemer Harvard Medical School?

Abstract

To investigate the attitade towards the security, privacy, and confidentiality of health informstion, authors surveyed patient,
physician, nurse, medical stadent, nursing student, medical record manager, and health management student groups. Most of the
subject hoped that the health information should be treated as a secret. They answered that the information could be shared for the
social good when necessary, the ownership and the right to decide the disclosure should belong 5o patient. and patient should be
allowed to access their own information with certain degree of regulation. More than half of the elinical workers answered that
they have disclosed patient’ s secret for non-medical reasons within a year put they denied any potential harm to their patients.
Patients expected that sheir health information were being securely treated, gave the Jowest grace 1o secunty violation risk, and
showed the most generous attitude towards disclosing and sharing their information than other groups. However, when they are
asked the same questions for detailed items such as identification, diagnosis. cause of admission. past medical mistory and so
forth, they showed the strictest attitude to most of the situations and items to disclose their information. Different attitudes toward
the information security among the different social groups was demonstrated as a potential cause of socil conflict. The attitude
change of the patients with the different level of granularity of questions suggests that investizators shautd be cautious when they
conduct and interpretate the attitude toward the security, privacy, and security aspects of health iaformation. (Journal of
Korean Society of Medical Informatics 5-3,63~76, 1999)
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